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Princess Sumaya University for Technology
hidhd King Hussein School of Computing Sciences
Cybersecurity Department

Appendix A : Course Description/Mandatory Courses

Course No. 15710 15710 S
Course Name Advanced Cryptography pidl paid) AN et
Credit Hours 3 3 el
Pre-requisite | = -eemeemeeeeee- L e B! Cllall
Co-requisite | -1 e @A Cllal

This course aims to introduce the mathematical principles of cryptography and its application to computer-network
security services and mechanisms. Topics include: basic concepts in cryptography, mathematical background,
Symmetric-key cryptography, such as block ciphers, stream ciphers, and cryptographic hash functions, including
widely-used algorithms like AES, MD5 and SHA. Public-key cryptography, including key exchange algorithms like
Diffie-Hellman, public-key encryption schemes like RSA, ElGamal, Elliptic curve Cryptosystems, and digital
signature algorithms like Digital Signature Algorithm (DSA), EIGamal signature schemes, ECDSA. Cryptanalysis:
Attacks on cryptosystems, cryptanalysis techniques, and key management. Cryptanalysis: Attacks on cryptosystems,
cryptanalysis techniques: Attacks against private key ciphers: (Differential attack, Linear attack, and Man-in-the-
middle attack), Attacks against public key ciphers (Pollard’s p-1 and rho methods, quadratic sieve, and number field
sieve). Introduction to post-quantum cryptography and its implications for current cryptographic systems. By the
end of the course, students will have a solid understanding of the principles and practices of cryptography and will
be able to design, implement, and analyze cryptographic algorithms for secure communications.
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Head of the Department

Name: Dr. Mustafa Al-Fayoumi Signature: ........cocovvvrvieiniiene

Session number/Academic year: (1) 20-2022/2023 Date: 05/07/2023
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Princess Sumaya University for Technology
hidhd King Hussein School of Computing Sciences
Cybersecurity Department

Course No. 15711 15711 S
Course Name (DDlgigzllt;aI Forensics Investigation oad 1 WY s AL
Credit Hours 3 3 el
Pre-requisite | - L e Gl el
Co-requisite | = smmeeeeemeeeee- L @@ el

In this cybercrime course, students will become familiar with the basics of solving cybercrimes. By learning how to
identify, protect and gather evidence, retrieve data, prepare crime reports and present information in courts, students
master the correct methods for investigating cybercrimes so they can be solved and prosecuted. Students read case
studies to become familiar with cybercrime scene investigation technigues. Techniques and tools used to build and
solve cybercrime cases are presented and analyzed. Also, the requirements for conducting a cybercrime investigation
through lecture, practical exercises, scenarios and case studies are presented. Students will learn the processes,
techniques, specialized documentation, and legal guidelines necessary to investigate a computer crime.
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Head of the Department

Name: Dr. Mustafa Al-Fayoumi Signature: ..........c.ccooceveveieieiienn,

Session number/Academic year: (1) 20-2022/2023 Date: 05/07/2023
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Princess Sumaya University for Technology
hidhd King Hussein School of Computing Sciences
Cybersecurity Department

Course No. 15720 15720 S
Course Name Advanced Network Security poll A2 pa DA !
Credit Hours 3 3 el
Pre-requisite 15710 15710 Bl
Co-requisite | = seeeeeeeeeee- L e @B

This course covers essential topics in data communication and network security. Topics covered include a review
of data communication and networking concepts, network models, internetworking (addressing, protocols,
forwarding, and routing), process-to-process delivery and protocols (UDP/TCP) congestion control, quality of
service, network access control, cloud security, transport-level security, wireless network security, IP security,
intruders and malicious software/attacks, firewalls, security for internet of things, network attacks encoding and
analysis and selected topics in network security. Paper summarization and presentation, as well as design/modeling

project, will be conducted to comprehend the course materials and ideas fully.
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Head of the Department

Name: Dr. Mustafa Al-Fayoumi Signature: .........cceovvvevieiiennnenn,

Session number/Academic year: (1) 20-2022/2023 Date: 05/07/2023
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Princess Sumaya University for Technology
hidhd King Hussein School of Computing Sciences
Cybersecurity Department

Course No. 15750 15750 o2
Course Name Cyber Threat Intelligence SHV 3 ! g 2R el
Credit Hours 3 3 el
Pre-requisite | =~ -1 e Gid! Ml
Co-requisite | = seeeeeeeeeee- L e @B

This course aims to familiarize students with computational intelligence techniques and adopt them in the system
(i.e., network) hardening/defense and anomaly detection (implementing IDS/IPS). Topics include an introduction to
artificial intelligence (Al), neural networks, fuzzy logic systems, machine learning algorithms, threat/risk
identification, behavior, assessment and analysis, data/attack analytics, capturing network traffic Wireshark tool,
security intelligence, performance measures (system metrics), and threat hunting. This course introduces the concept
of evading and poisoning intelligent detection systems that provide improved network traffic monitoring/analysis,

help minimize exposure (attack surface and vectors), and improve system availability.
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Head of the Department

Name: Dr. Mustafa Al-Fayoumi Signature: .........cocoeeveviiieienne

Session number/Academic year: (1) 20-2022/2023 Date: 05/07/2023
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Princess Sumaya University for Technology
hidhd King Hussein School of Computing Sciences
Cybersecurity Department

Course No. 15760 15760 R
Course Name Secure Software Development LYl ol el 2 !
Credit Hours 3 3 el
Pre-requisite |  ceeeeeeeeeeeee- | s Gt
Co-requisite | e | s 38 el

This course teaches students how to integrate security into software development processes, covering topics such
as secure software development lifecycle models and methodologies, security requirements engineering, secure
design principles and patterns, secure coding practices, including common programming vulnerabilities (e.g., buffer
overflows, SQL injection, and cross-site scripting), mitigation techniques, and secure coding standards., security
testing and validation, and secure deployment and maintenance. Industry best practices, such as OWASP Top
Ten and IEEE "Avoiding the Top 10 Software Security Design Flaws", are also covered. Students will gain the
knowledge and skills needed to design and develop secure software systems, reducing the risks associated with
common vulnerabilities and design flaws. The course also includes practical experience in applying Secure Systems
Development principles to real-world scenarios. By the end of the course, students will have the knowledge and
skills needed to design and develop secure software systems, effectively reducing the risks associated with common
vulnerabilities and design flaws. They will also gain practical experience in applying Secure Systems Development

principles to real-world scenarios.
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Head of the Department

Name: Dr. Mustafa Al-Fayoumi Signature: ........c.ceoveveveiiennnennns

Session number/Academic year: (1) 20-2022/2023 Date: 05/07/2023
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Princess Sumaya University for Technology
hidhd King Hussein School of Computing Sciences
Cybersecurity Department

Course No. 15780 15780 o2
Legal governance and s ST 5 .
Course Name Compliance Juatly 43 ga) LaSss-) 2R el
Credit Hours 3 3 el
Pre-requisite | - L e i) sl
Co-requisite |  seemeemmeeeeee- L e G4 Cllal

This course provides an overview of the policy, legal, ethics, and compliance issues that are relevant to cybersecurity
professionals. The course will cover the following topics: Best practices of work ethics in the field of cybersecurity
for organizations and individuals, issues related to the ethics and practices of using social media platforms, national
and international legislation to combat cybercrimes, judicial authorities, agreements, treaties and international
organizations related to cybersecurity, compliance frameworks and standards: National and international
cybersecurity standards and controls (e.g. Cybersecurity Framework for Jordan Banking Sector and Cybersecurity
Controls issued by the National Cyber Security Center, HIPAA, 1SO 27001, PCI DSS, SOX), international
cybersecurity law and policy, incident response and reporting requirements, privacy and data protection legislation
and regulations (e.g. GDPR), intellectual property protection legislation and regulations, guidelines and best
practices in recent trends (e.g. BYOD, Internet of Things protection guidelines), best practices for aligning with
cybersecurity legislation, controls and standards.
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Head of the Department

Name: Dr. Mustafa Al-Fayoumi Signature: ..........ccoovevevieiiennnennn,

Session number/Academic year: (1) 20-2022/2023 Date: 05/07/2023
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Princess Sumaya University for Technology
hidhd King Hussein School of Computing Sciences
Cybersecurity Department

Course No. 15781 15781 S
Information systems risk . g Lt L .
Course Name management Slaghall dolail bl 3,15 2R el
Credit Hours 3 3 el
Pre-requisite | - e Gl Al
Co-requisite | e | s 38 Cllasl

This course introduces information systems risk management, including risk identification, risk assessment and
analysis, insider threats, risk measurement and evaluation models and methodologies, and risk control. The course
will cover the following topics: risk management lifecycle and steps, cyber risk assessment and analysis
methodologies, methodologies for measuring and evaluating cyber risks, cyber risk management standards and
frameworks, cyber risk management processes across levels in the organization, cyber risks mitigation economics,
transference, acceptance and mitigation of cyber risks, cyber risks policies for technologies, risk procedures, and
standards, individuals and entities, characteristics of organizations that influence cyber risk, analysis and
management, communication of cyber risks, and overview of business continuity and disaster recovery, including
business impact analysis, disaster recovery planning, and testing. By the end of the course, students will have gained
a strong understanding of information systems risk management and be able to apply risk management

methodologies and frameworks to manage risks to information systems in their organizations
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Head of the Department

Name: Dr. Mustafa Al-Fayoumi Signature: ..........c.ccocoveeeeieiienne

Session number/Academic year: (1) 20-2022/2023 Date: 05/07/2023
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Princess Sumaya University for Technology
hidhd King Hussein School of Computing Sciences
Cybersecurity Department

Course No. 15790 15790 o2
Course Name Seminar Lewlys A9 090 A et
Credit Hours 1 1 el
Pre-requisite | e L Gl Al
Co-requisite |  seeeeeeeeeee- L e @B

This course is designed to provide a comprehensive understanding of the research process, various research designs,
and data collection and analysis techniques applicable to their field of study. The course emphasizes the development
of critical thinking and analytical skills necessary for conducting independent research and evaluating research
findings in the context of information security and digital criminology. In this course, the students will explore a
range of research methods, including qualitative, quantitative, and mixed-methods approaches. Topics include:
research design, literature review, research questions and hypotheses formulation, sampling techniques, data
collection methods (e.g., surveys, interviews, observations, and experiments), and data analysis strategies (e.g.,
descriptive and inferential statistics, content analysis, and thematic analysis). At the end of the course, students will
have a clear understanding of research processes and methodologies, allowing them to effectively plan, execute, and
assess studies, while contributing to the advancement of knowledge in their field.
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Head of the Department

Name: Dr. Mustafa Al-Fayoumi Signature: ........c.ceoveveveiiennnennns

Session number/Academic year: (1) 20-2022/2023 Date: 05/07/2023
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Princess Sumaya University for Technology
hidhd King Hussein School of Computing Sciences
Cybersecurity Department

Course No. 15791 15791 o2
Course Name Project Earie 2R el
Credit Hours 3 3 el
Pre-requisite | =~ -1 e Gid! Ml
Co-requisite | = seeeeeeeeeee- L e @B

In this course, students will conduct an individual study to demonstrate their ability to formulate, investigate, and
analyze a problem in the field of information systems security. The project proposal must be approved by a major
professor and/or supervisory committee. The course will emphasize the development of research skills,
including research design, data collection, and analysis. Students will be expected to produce a written report and
deliver an oral presentation of their findings. The project document should be written with direction from a major
professor and/or supervisory committee, and in accordance with the description provided to students. Upon
completion, both the project and the document must be successfully defended to the department in an open forum,
with approval from the major professor and/or supervisory committee. This course provides students with an
opportunity to apply their knowledge and skills in information systems security to a comprehensive project,
demonstrating their mastery of the subject matter. The project provides valuable experience in independent
research, critical thinking, and problem-solving skills, which will be beneficial to their future careers in information

systems security.

O g e slaall alas al Jlae B Lelilai 5 L (a5 Ao Azl o gl 508 LY 400 58 sl 53 o yaly Ul o shns cBlasal) 128 B
Ganll panai Gy 3 Ly edindl O jlgn st e Blasal) 38 pams A8 ) Aind 51/ 5 ety Wl U8 G g s o) ) 81 e 488 5l
[ 5 ot il (e A s g 5 el AR S iy gl (g 85 (mje adily 5 dlae) CoUall (ge @8 g Julail s i) an s
488 oy cansill (po Ganatilly 2as Ll ALl ety 485 5l 5 & 5 el e gLl oy ol die MUl adial) Coua ol 855 ol ) Aiad
(Jalis £ g il il glaall alas (el Jlaa (8 pedl e s agd slae Gakail dia i DUl (Slusall 138 i 5y A8 30 daalll 51 / 5 s 5l 2ULY)
peieal Bade () 5Siu Al 5 ¢ CASEA da Dl gy il puSail) g Jaisal) Cad) (8 3af 5 pa g g pdall g g g sall agildl) e Jay Lae

e shaall dakail el 8 Adisall

Head of the Department

Name: Dr. Mustafa Al-Fayoumi Signature: .........cceovvvevieiiennnenn,
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Princess Sumaya University for Technology
hidhd King Hussein School of Computing Sciences
Cybersecurity Department

Course No. 15799 15799 o2
Course Name Thesis EA W DA !
Credit Hours 9 9 el
Pre-requisite | =~ -1 e Gid! Ml
Co-requisite | = seeeeeeeeeee- L e @B

This course requires students to complete, document, present, and defend a thesis under the supervision of a faculty
member in the fields of Information Systems Security and Digital Criminology. The thesis must be equivalent to
9 credit hours and describe research work of publishable quality. Upon completion of 15 credits, a student is eligible
to register for thesis. The thesis defense will be before a committee, consisting of the supervisor and at least three
other faculty members, one of whom must be from outside the university. The defense will be open to all interested
faculty and students. The thesis should demonstrate the student's ability to conduct independent research and
contribute to the field of Information Systems Security. The thesis should also show the student's mastery of the
relevant literature and research methods. The course will cover topics such as research design, data collection and
analysis, literature review, and academic writing. Students will be expected to work closely with their faculty
supervisor to develop a research question, plan and execute their research, and write a high-quality thesis. By the
end of the course, students will have completed a substantial research project that demonstrates their expertise in

Information Systems Security and prepares them for further research or professional work in the field.
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Princess Sumaya University for Technology
hidhd King Hussein School of Computing Sciences
Cybersecurity Department

Appendix B : Course Description/Elective Courses

Course No. 15713 15713 S
Course Name Advanced Digital Forensic Lol dyed 31 Y A !
Credit Hours 3 3 el
Pre-requisite 15711 15711 Gt Clasl
Co-requisite |  seemeemmeeeeee- L e bl

This course aims to provide a comprehensive understanding of the principles, techniques, and tools used in the
collection, preservation, analysis, and presentation of digital evidence. Topics include: Legal and ethical
considerations in digital forensics, including search and seizure, chain of custody, admissibility of digital evidence,
and privacy concerns. Digital forensics methodologies and best practices, including the digital forensics process,
evidence handling procedures, and documentation standards. File systems and data storage analysis, including file
system structures, file carving, data recovery, and timestamp analysis. Network forensics, including network traffic
analysis, log analysis, intrusion detection and prevention systems, and network-based evidence collection
techniques. Memory forensics, including volatile data collection, malware analysis, and memory-based evidence
analysis. Mobile and IoT device forensics, including data extraction techniques, mobile operating system analysis,
and forensic challenges in 10T environments. Incident response and digital forensics integration, including the role

of digital forensics in incident response, threat hunting, and cyber threat intelligence.
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Princess Sumaya University for Technology
hidhd King Hussein School of Computing Sciences
Cybersecurity Department

Course No. 15714 15714 S
Advanced Data Integrity and afd 5 T .
Course Name Authentication paidt BBslally Sl Lot 2R el
Credit Hours 3 3 el
Pre-requisite 15710 15710 Gt kel
Co-requisite | = seeeeeeeeeee- L e @B

This course aims to provide an in-depth exploration of data integrity and authentication, including the principles and
best practices for ensuring data accuracy, completeness, and authenticity. The course will cover the following topics:
Overview of data integrity and authentication. data integrity techniques including data redundancy, checksums, and
error-correcting codes, message authentication codes (HMAC, CBC-MAC), digital signatures including blind
signatures, group signatures, and ring signatures. authenticated encryption and hash trees. Authentication techniques
including techniques for authenticating data and users, authentication strength (passwords authentication,
cryptographic tokens, biometrics authentication, multifactor authentication, and One-Time passwords and
knowledge-based authentication). Password attack techniques: dictionary attack, brute force, rainbow table,
phishing, and social engineering attacks. Password storage techniques: cryptographic hash functions, collision
resistance, salting, iteration count and password-based key derivation. Advanced protocols: Zero-knowledge proofs,
Secret sharing, Commitment, Oblivious transfer, Secure multiparty computation and secure function evaluation.
Verification analysis (Formal and Informal). By the end of the course, students will have gained practical experience
in ensuring data integrity and authenticity and will be able to design, implement, and evaluate data protection

solutions for various applications.
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Princess Sumaya University for Technology
hidhd King Hussein School of Computing Sciences
Cybersecurity Department

Course No. 15715 15715 R
Course Name Block chain Technology S L gl 55 AL el
C.H Dist. 3 3 el
Pre-requisite 15710 15710 Gt kel
Co-requisite |  seeeeeeeeeee- L e @B

The course provides essential understanding and knowledge of Blockchain technology and its applications in various
industries. Topics covered are divided into three parts; the first part covers cryptographic preliminaries including
hash functions, digital signatures, and commitment schemes. The second part covers design and implementation
principles of Blockchain including protocols, frameworks, transactions, platforms, consensus, permissions, smart
contracts, privacy, scalability and security. The last part covers Blockchain use cases in financial services, supply

chain management and governmental services.
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Princess Sumaya University for Technology
hidhd King Hussein School of Computing Sciences
Cybersecurity Department

Course No. 15721 15721 S
Course Name Wireless and Mobile Security Uiy LU SISt ! 2R el
C.H Dist. 3 3 el
Pre-requisite 15720 15720 Bl
Co-requisite | = seeeeeeeeeee- L e @B

This course aims to provide a comprehensive understanding of the principles, techniques, and challenges associated
with securing wireless networks and mobile devices. Topics include: Introduction to wireless and mobile security,
and its role in the broader field of information security and cybersecurity. Wireless network security, including
security protocols (e.g., WEP, WPA, WPA2, WPARJ), authentication and encryption mechanisms, and wireless
intrusion detection and prevention systems. Cellular network security, including GSM, CDMA, 3G, 4G, and 5G
security mechanisms, as well as challenges and vulnerabilities associated with these technologies. Mobile device
security, including mobile operating systems (e.g., Android, iOS), mobile device management (MDM), mobile
application security, and secure data storage on mobile devices. Mobile application security, including secure coding
practices, application sandboxing, and runtime application self-protection (RASP) techniques. Bluetooth, NFC, and
RFID security, including threats, vulnerabilities, and countermeasures associated with these wireless communication
technologies. 10T and wearable device security, including unigue challenges and best practices for securing loT

devices, embedded systems, and wearable technology.
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Princess Sumaya University for Technology
hidhd King Hussein School of Computing Sciences
Cybersecurity Department

Course No. 15722 15722 S
Course Name Cloud Computing Security B! A g pal 2R el
C.H Dist. 3 3 Stelut
Pre-requisite | om0 Gt el
Co-requisite | = seeeeeeeeeee- L e @B

This course aims to provide a comprehensive understanding of the principles, techniques, and challenges associated
with securing cloud computing environments and big data systems. Topics include: Introduction to cloud and big
data security, Cloud computing security, including Infrastructure-as-a-Service (laaS), Platform-as-a-Service (PaaS),
and Software-as-a-Service (SaaS) security, as well as cloud deployment models (public, private, hybrid, and
community clouds). Cloud security best practices and frameworks, including the Cloud Security Alliance (CSA)
guidelines, NIST cloud security standards, and ISO/IEC 27017. Cloud security controls and mechanisms, including
data encryption, access control, secure multi-tenancy, and secure cloud application development. Cloud security
challenges and threats, including data breaches, insider threats, insecure APIs, and denial of service attacks. Big data
security, including security and privacy considerations in big data processing, storage, and analytics. Big data
security technologies and techniques, such as secure distributed computing, data anonymization, differential privacy,

and homomorphic encryption.
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Princess Sumaya University for Technology
hidhd King Hussein School of Computing Sciences
Cybersecurity Department

Course No. 15723 15723 R
Course Name Multimedia Security souall Lailugll oyl A et
C.H Dist. 3 3 el
Pre-requisite | - L i) sl
Co-requisite |  seeeeeeeeeee- L e @B

This course will cover selected topics in multimedia security and privacy, including techniques for steganography,
steganalysis, digital watermarking, multimedia encryption and authentication, digital rights management,

multimedia content tampering and detection, deep fake methods and deep fake detection, and multimedia forensics.
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Princess Sumaya University for Technology
hidhd King Hussein School of Computing Sciences
Cybersecurity Department

Course No. 15730 15730 R
Course Name Malware Reverse Engineering 8ylall sl ) 4 St dsitid 2 !
C.H Dist. 3 3 el
Pre-requisite | om0 Gt el
Co-requisite | = seeeeeeeeeee- L e @B

This course will introduce students to modern techniques in malware analysis through readings and hands-on
interactive analysis of real-world samples. Topics include an overview of the computer system, X86 microprocessor
architecture, assembly language (16-bit), addressing modes & machine codes, malware analysis primer, malware
analysis in virtual machines, static malware analysis, dynamic malware analysis, reverse engineering (overview,
X86 disassembly, the IDA Pro, recognizing C code constructs in assembly, analyzing malicious windows programs,
X86 Debugging), malware behavior, malware encoding (obfuscation and encryption). After taking this course, the
students will be equipped with the skills to analyze modern malware using static and dynamic analysis. Students
will learn to analyze malicious software using reverse engineering concepts safely and thoroughly. This analysis

aims to understand malicious software's behavior and potential security impacts.
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Princess Sumaya University for Technology
hidhd King Hussein School of Computing Sciences
Cybersecurity Department

Course No. 15732 15732 S
Introduction to Hardware a5 e Lallt 2eam &t ool 8 Gai -
SN Security and Trust Wby falh ajerdl ol § e A !
C.H Dist. 3 3 PO
Pre-requisite | s e Gt el
Co-requisite | = seeeeeeeeeee- L e @B

This course will investigate various security and trust issues related to integrated circuits and systems during their
design, manufacturing process, and field operation. A wide range of threats will be introduced, including piracy,
reverse engineering, hardware Trojan insertion, side-channel attack, and invasive non-invasive attacks. Potential
hardware and software-based countermeasures will be studied to detect and prevent these attacks. Implementation
of design-time solutions like physically unclonable functions (PUFs), true random number generators (TRNG),

security monitors, hardware obfuscation, and many others will be covered.
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Princess Sumaya University for Technology
hidhd King Hussein School of Computing Sciences
Cybersecurity Department

Course No. 15733 15733 R
Cyber-Physical Systems and . Lo T .
Course Name Security LU0 B30 gt Ladzs ¥ o 2R el
Credit Hours 3 3 el
Pre-requisite | - L i) sl
Co-requisite | - L e @A Cllal

This course offers a rigorous and comprehensive introduction to the principles of design, specification, modeling,
and analysis of cyber-physical systems. Both synchronous and asynchronous models for concurrent computation,
continuous-time models for dynamical systems, and hybrid systems for integrating discrete and continuous evolution
will be covered. The topics include safety and requirements, temporal logic, model checking, deductive verification,
stability analysis for linear systems, and real-time scheduling algorithms. Besides, Challenges in Cyber-Physical
Systems, Cyber-Physical Systems Security (CPSS): Concepts and Principles, Security Breaches and Defenses in
CPS, Safe-Al based and Secure CPS (reinforcement learning), Attack detection and mitigation in CPS, loT Security,

Simulation-based projects, such as well as paper summarization and presentation, will be included.
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Princess Sumaya University for Technology
hidhd King Hussein School of Computing Sciences
Cybersecurity Department

Course No. 15751 15751 S
Course Name Ethical Hacking Techniques L3 de ) Olalts 2 !
Credit Hours 3 3 W]
Pre-requisite | =~ soeeeeeeeeeeee- L e Gt el
Co-requisite | = seeeeeeeeeee- L e @B

This course covers the most common methods used in computer and network hacking with the intention of learning
how to better protect systems from such intrusions. These methods include reconnaissance techniques, system
scanning, and system access by network and application level attacks, and denial of service attacks. Traffic analysis
methods and tools will be studied in this course. Also, it covers the techniques for traffic filtering and monitoring,

and intrusion detection.
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Princess Sumaya University for Technology
hidhd King Hussein School of Computing Sciences
Cybersecurity Department

Course No. 15784 15784 S
Course Name gggfizsii;ilience and Business Jles 1 dyylanaly &l el &g AN !
C.H Dist. 3 3 Slelld!
Pre-requisite Gt Cllall
Co-requisite | = seeeeeeeeeee- L e @B

In this course, students will learn the principles and best practices for ensuring cyber resilience and business
continuity in the face of various cyber threats and incidents. Topics include: understanding the relationship between
cybersecurity and business continuity, incident response planning (Anticipate, Detect and Mitigate), disaster
recovery planning, crisis communication, and managing the human element in cyber incidents, business continuity
(Contingency Planning, Incident Response, Emergency Response, Backup and Recovery). the implementation of
effective backup strategies, and the importance of testing and refining these plans regularly. By the end of the course,
students will have the knowledge and skills to develop, implement, and maintain comprehensive cyber resilience
and business continuity strategies, effectively reducing downtime and mitigating the impact of cyber incidents on

an organization's operations.
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Princess Sumaya University for Technology
hidhd King Hussein School of Computing Sciences
Cybersecurity Department

Course No. 15792 15792 S
Course Name Special Topics in Cybersecurity St 21 G o> Sl 2R el
Credit Hours 3 3 W]
Pre-requisite | =~ soeeeeeeeeeeee- L e Gt el
Co-requisite | = seeeeeeeeeee- L e @B

This course delves into specialized topics in the fields of information systems security and digital criminology,
providing students with a comprehensive understanding of the latest advances, challenges, and methodologies. The
course content is designed to adapt to the ever-evolving landscape of information security and digital criminology,
addressing contemporary issues and cutting-edge research. Topics will be assigned by the department on evolving

techniques and related topics to support the study plan and to encourage further research by students
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Princess Sumaya University for Technology
hidhd King Hussein School of Computing Sciences
Cybersecurity Department

Course No. 15793 15793 R
Current Emerging Trends in . % A I T .
Course Name Cybersecurity Slpeed) ) Ji2 8 LI 2 Sy 2R el
Credit Hours 3 3 el
Pre-requisite | - L i) sl
Co-requisite | - L e * 3L el

This course provides an in-depth exploration of the ever-changing landscape of information security. Students will
gain a comprehensive understanding of the various aspects and challenges in the field, without focusing on specific
topics. The course will examine the implications of emerging trends for individuals, organizations, and society,
while emphasizing the importance of staying current with the latest developments in information security. Topics
will be assigned by the department on evolving techniques and related topics to support the study plan and to

encourage further research by students
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Head of the Department

Name: Dr. Mustafa Al-Fayoumi Signature: .........ccocoeeveveiiieienne

Session number/Academic year: (1) 20-2022/2023 Date: 05/07/2023
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